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SOCIAL NETWORKING 
AT-A-GLANCE 



• 9 reasons why we use social networking 

1) Friends 

2) Profile 



3) 


Photos 


4) 


Music 


5) 


Problems 


6) 


Video 


7) 


Applications 


8) 


Advertising 


9) 


Marketing 
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SOCIAL NETWORKING STATISTIC 



Facebook surpasses Google in 12/2009 
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FACEBOOK CONNECT 



SSO with 1000's of Applications 
- Import connections 
-Cross social posting 
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Connect Otysearch with Faceboofcto interact <rtibn your friends on this site and 
to share stories on Facebook through your wall arid friends' PJews Feeds, TNs 
site w\l also be able to automatically post one-line stones back to Facebook. 
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Logged in as Adam ostrow (Not you?) 



Linking your work into the cloud 
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• 500M users 

• 150M Mobile Users 


Select Your Language 
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• Average user spends 55 minutes per day 
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• 35M update their status daily 
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• 3.5B pieces of content are shared each week 
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• 2.5B photos are uploaded monthly 
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• Supported in 70 languages... including Pirate 
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MARKETING AND ADVERTISEMENT 
(STATIC ADVERTISEMENT) 



Business aspects of social networking 

• Product and Services 

• Real-time Press Releases 

• Connecting work with play 
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MARKETING AND 
ADVERTISEMENT 
•(U«VSch4NK ADVERTISEMENT) 

• Convenient for capturing links and content in under 140 characters or less 
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MARKETING AND 
ADVERTISEMENT 
.(SSkEvPROMOTION 

• Online references 

• Real-time status updates 

• Real-time connection updates 

• Cross linking to social 
networking 
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SOCIAL NETWORKING PROS 



Supporting the next generation workforce 
Keeping in contact with friends and family 
Real-time media/press event updates 
Recreational applications to pass time 



Collaboration 



Self promotion 



Geo-location 



Fundraising 



Haitian Earthquake Dominates Twitter 

Friday, January 15th, 2010 at 7:50 am Q ShareThis 

I Twitter has emerged as place to highlight breaking news, galvanize people around the world, and help raise 
I money for charities and other causes. So it has not been surprising to see the earthquake in Haiti become the 
I dominant topic of conversation this week. 

I According to our data, there were 2.3 million tweets about "Haiti" or the "Red Cross" from Jan. 12 to Jan. 14. and I 
I nearly 150,000 tweets that included "Haiti" and "Red Cross". Of the 2.3 million tweets. 59% were retweets. 



SOCIAL NETWORKING 
(PRODUCTIVITY) — 

• Decrease productivity 

• Gaming on company time 

• Gaming on company assets 

• Gaming on company bandwidth 

• Updates are posted in real-time 

• Causal Collective 

• Backyard Monters (BM) 

• Latest update to BM Weapons 

- Revenue surged by $30K 
USD a day 
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SOCIAL NETWORKING 
(DATA LEAKAGE) 



- Inadvertent/Intentional data loss 

- Project code names 

- Project details 

- Situational awareness 



- Venting 



IDF Combat Soldier's FB Post 

"On Wednesday we clean up Qatanah, 
and on Thursday, god willing, we come 
home." 



Israeli raid scrubbed after errant Facebook post 

Loose tweets sink fleets 

By Dan Goodin in San Francisco • Get more from this author 

Posted in Security, 5th March 2010 06:02 GMT 

Free whitepaper — The Register Guide to Enterprise Virtualization 

Israeli military officials said they called off a planned raid on a West Bank village after a 
comoat soldier posted its details on FaceoooK, according to news reports. 



SOCIAL NETWORKING 
(CONNECTION SP RAWL 

• Accepting invitations from 
business acquaintances 
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Monitoring for M&A activity 

Monitoring for job satisfaction 

Sudden increase in 
recommendations 






RECENTLY CONNECTED 
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SOCIAL NETWORKING 
(MALWARE) 






Jf joToi^; 




nfr.exe 
pp. 03.exe 




SOCIAL NETWORKING 
(SITUATIONAL AWARENESS) 



Website dedicated to exposing 
away status 

Applications for sharing travel 
plans 

Mobile apps for sharing location 

Personal protection 

Corporate protection 
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Raising awareness 
about over-sharing 





TIRED OF SOCIAL 
NETWORKING? 
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Delete your entire online 
presence 

• httD://suicidemachine.ora/ 




SOCIAL NETWORKING SECURITY 
101 

D LE, PROCESS & , 

Hivim/ni aa\/\ SOCIAL ENGINEER. 



SOCIAL ENGINEERING SPECIALIST 

Because there is no patch for 
human stupidity 



Education, Education, Education 



Security Tips 



DO NOT use the same password as your online banking, PayPal, corporate login and 
personal email 

DO NOT derive your password from your profile information 

DO NOT friend/connect with someone you don't know 

DO NOT click on links immediately even if they are from a trusted connection 

Be careful of shorten URL's in twitter, facebook, etc 

Consider everything you post online as public domain 



SOCIAL NETWORKING SECURITY 101 
(PEOPLE, PROCESS & TECHNOLOGY) 



Process 



• Read your corporate policy on social networking 

Recent Survey of 257 security professionals by nCircle 

• 59% maintain a social media policy 

• 39% ban social media use 

• 46% unsure if employees comply with social media policy 

Lacking Social Media Process 

• Take the initiative in developing a plan 

Social Media Policies 

http://socialmediaqovernance.com/policies.php 












SOCIAL NETWORKING SECURITY 101 
(PEOPLE, PROCESS & TECHNOLOGY) 

• Technology 

-Cloud Based Security 

• Reputation/Threat Feeds 
-Local Based Security 

•End-Point 

•Intrusion Prevention Systems 

• Next Generation Firewall 

- Access Control & Segmentation 

- Time based access 
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